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n4po 6e3onacFrotTil"'
FaruopofiHbre cpe$q{"r"se Bem{mrur mu$op*eL{}rkr Baqacryru nnoxo
B3a*Mofieficlaywr gpyr e &pyro*, p&cebrn&ff{b Ha orAenbHbre He3aBilcyrMbre
nogckrcrembr. ouenmgno, Lrrs gnn c6ecneL{e*mfi afleKgarHoro ypoBHn
6esonacHocrrd o*m flsn*{HbN Esab{Mo$qefrcrponarb gpyr c gpyroM
fi ynpaBnflTbcfi HB eflHl'loro qer{rpa. frgpon raxorl cncrembt craHoBnTcfl
perileFl lln no yn pa BneH ill 10 CO6Urmn nn m m n$opMa qu on nofi GegonacHocil4(Security Infeirrnation and Hvent Management, slEM).
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au4ruaQr trlT-czcrelr, vc[oJrr,_
3yeMbrx HoMIIaHHflMIz, nocTe_
neHHo ycJro*cHsercfl, z ceepa
6esonacHoc:fz 3Aecb He r4cxJ,rro-

rIeHr.Ie. Cpe4crna 3arrIrITr,I nOCTOSH_
HO paSBl,rBaroTca, KoJrI4rrecTBO r4CTOlrHt4 _
xon rzHQoplraqvu pacrer, rz B pe3yJrETa_
Te MOHI4TOpIzrnr co6lrrrafi 6esonacnocrz
craloBurcs HerptrBr{am,HorZ saaa.reri.
Ec,rz cnoenpeMeHHo He pearupoBarr, Ha
Bo3Ht4Karoqve yrpo3br 14 He [pe,qoTBpa_
qaTb IzIX, To AalKe caMbre [pOABzHyTr,re
ct4creMbr 6esonacHocrz 6y4rr neeeeeH_
TZBHF,IMIzI.

OcHosHr,re 3alaqu perueHzrZ, orno_
cfftrlr4xcff H njrraccy SIEM, _ noHcor,u4_
Aa\ra.tr u xpaueHve ErJapHaJroB co6rrruft
113 pa3i'IrzrrHrJrx t4cTOqHLInOB, O[peAeJTe_
Hrze B3arzMocnserz co6uruit u ux o6oa_
6orna no 3anaHHbIM rrpaBh,IaM. npeAo_
cTaBJIeHI4e zHcTpyMeHTOB AIfl aHaJrrl3a
rz pa36opa rrHrIr4AeHToB. He lrenee naxt_
HO aBTOMaTI,IqeCKoe onoBerrleHlre anMrz_
HrzcTpaTopoB o HeIIrTaTHr,Ix crzTyal{rlflx,
BeAr, Mr4cct4fl TZrKux cIzcTeM Sarg,rroqaeT_
cfl LTMeHHO B aBTOMaTil3aqIzu ilpo{ecca
o6Hapyxeunn r4Hut4AeHToB. Tanvt u o6pa_
gol. co6truzR Aor,rlt{Hbr ue ro,rttto co6z_
paTbc,fr B HeHOM XpaHrzJ[4qe .urff [ocJle_
Arro[{er.o pas6opa zHrtrvAeHToB, no rz o6_
pa6amreatca. B nporzBHoM cJr\ rae
QysmunoHa,r perueHvfl 6y4er ypeca;r.
r{To paAI4Haft,HO CHr43uT ero r{eHHOCTr,
4.rra 6rzsneca.

Ha prrHxe SIEM npe4craBrreHo He_
crioJrbno r(pJmHLrX vrponoB, B TOM qu_
cne IBM Tivoli, Syrnantec, McAfee. Hp
fucsight. trrla oreqecrnenurrx peureurzri
MolnHo HaBBarr, I{,VE nolruarrzu nKoa
Eesonacuocrz" u SafeWork. paapa6o_
raHHoe ICL KnO-BC
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nBeeycrosHo, qe.rrr, xax4oft rcoM[a_
Hwv - 4o6ttlt ca r4e.rrocruori xaprr4Hr,r
3arrplqeHHocTt4 14 npo3parrHocTr4 Mexa-
HZ3MOB JmpaBJrerulfl BO3HT4ICaIOqZMI4
r4Hrtrr4AeHTaMv. O4uano AaJreKo He BceM
HOM[aHI4ffM yAaeTcs pea"IIrZSOBaTr, rIeH_
TpaJrzsoBaHHr,rfi uogo4n, - orMerra_
er Baa4rznrzp AFonon, arccnepr HarpaB_
aenu"s Security Outsourcing ftoMrraHrzr4
nZuQocucrelmr 

[xcerr. Moxuro nrr4enzru
ABe ocHoBHLre [phrrr4HEl eroro. Bo_uep_
BbIx, Bf,rcoHa.s cTapToBZUr CTOTZMOCTI, no_
crpoeHva r{eHTparbHoro ysaa uueopua_
qzonuorZ 6eeonacuocrrz, r(oropblM trarrle
Bcero sBJrfferca SlEM_peurenne. Bo_nro_
pbx, BbrcoKair TpyAoeMKoCTb flocTpoeHr4fl
caMoro npo4ecca J"TrpaBreHrzfl ,rHIIrZneH-
ravz, rpe6yroqzrff KaK npsMbrx BJrofire_
Hzri, rax z HocBeHHbD( 3arpar. Oru eax_
Topbr cyrIIecTBeHHO COKparrIaroT crrldcoH
nounarrzfr, Horopr,Ie MoryT [o3BoJrr{Tr, ce_
6e pea.nrzsarlzro AarrHoro rlo,ryoAa.

9arqe lrorxHo ua6"rrro4arr Jrocr(yrrr],ro
HapTzIIy 3arrl4rr{eHHocTrz: cJ[qecTByroT
r{eHTpaJrr43oBanHrrri anatrrr3 ra yflpaB_
IeHve BCeMI4 ceTeBF,IMr.I r,IHIIrrAeHTaMz,
[pr4cyrcrByer Dl-p-crzcrelra, KoHTpoJn4_
plroqas Bce yrerrntr Hou$u4enqza,rr,_
Hoft trrrQoplraqnlr, a Taxlr(e pflA pa3poa_
HeHHbrx y3nocnerlvzl,lrz3IlpoBaHHr,Ix CI.I_
creu. B raxofi czryaqzr4 Bo3Molr(Hocrrr
KoM[aHr4I,t tto anarrrcy co6rr:rzft rz sbr_
SBJTeHUIO I4HI{ZAeHTOB C ,rr,Ho orpaHII_
r{eHHf,r, [ocKoJrbny Azt]I(e caMoe jltyqlllee
cpeAcTBO SarllrrTbr perxaeT cBoro KoH_
KpeTHyro 3aAa.ry z He rrMeeT npeAcTaB_
JreHr{s o roM, rrro [por4cxoAzr n rzHepa_
cTpJ,.KTlpe B rIeJroM.

B xaqecree nprzMepa MornHo I4c_
[oj-rbeoBarb cqeHapufi yreqxv uueop_
Mar{Hr4 [ocJre yclerrrHoro no46opa napo_

rg. B otor,l c,rr1 rae rzHrIvAeHT, Kar rrpa_
Br.uro, pacna,qaercs Ha Ha6op co6rnmi r
paaHr,u< rrcrorrHt4xax nnepacrpyxrypu:
ycflerrlHzul aBTOpr4SaI{4rr noIb3OBaTeJIs B
CIICTeMe IIOCJIC HeCKOJIEKIID( HeyAarrHbX
nolr,ITOK, no,IrJAIeHI4e Aoc1)frla H ftpl{Tr{rl_
Hr,IM AaHHr,rM B paMnax eror7 xe ceccuz,
nonbrrna nepeA a'tu ganruoft uneopruarrya
3a [peAerr,r 3arr{4[{eHHOrO lepr,rMeTpa.

Itaxc4oe rzs o[vcaHHr,rx co6rrnrfi ao_
CTATOIIHO JICI}CO BbIflBJ'I'ECTCg C IIOMOIIFIO
6asonux cpeAcrB 3arrlr4Tbr, Ho r/x pa3_
HOpOAHOCTL He [O3BOJrffeT OTCJIeAfiTb
rzx Bce. flpz nonrrrrce Br,rflBJ,IeHI4fi oIII4_
czlHHoro crleHapl.I.s alMr4HrlcTpaTop He-
zs6encso crarTnr{Baercs co cae4noqefi
npobaelrori: Hrr oAHo r4B orro( co6tnnit
caMo rro ce6e ne ffBJlsercg rzHrIvIeHToM
14 MOJI{ET BIOJIHE JICTNTHMHO BO3HI4ftATb
no HecxoJ'rr,Ky paa B AeHr,. Oro nopoxqa_
er 6oar,nrori o6ter,l py+rofi wJrlrrrolryal-
ToMarr{3upoBanuofi pa6otr, Koropa;r
(3AMT,IJIIIB CT TJIA3 D A{MLIHIICTPATOPY.
B zrore peaJrr,Ho eosHzxrrrlrrl 

"*rr1rll*naoxtel 6r,tt ne 3aMeqeH I4JrIrr o6napvmeu
HecBoeBpeMeHHO.

sMB XAET nPEAIOXEHl4l4
nMgorze KoMtraHW uo ceri IeHb BnoJr_
He AoBoJrbHL,r cyqecrByroqzu ua6opolrl
npo{/ItToB p a3Jrr.rrrHr,rx Ilpousno4zreaeri,
o/qHaHO TeHAeHr{r4.fl K 4eHTpZUrrz3oBaHH0_
My IIoAxo,4/ BCe ECe HaIT4IIO), _ roBoDr.lT
leur,rc facuar4H. p)rr(oBolvtrerb oraeJra
MapnervHra SafenSoft. Vm c,rzurxoll go-
poro cTaJro IIoIqmaTb pa3HorlepcTH]'ro
trurreitcy petreurzrl, naxrAoe r4B rioroDbrx
caMo no ce6e ctour HeAerreBo. Aa eqe fi
rpe6yer npanrzar,noii rzu.rerpaqurr c Apy-
rl4Mrr rracrffMlz czcreMr,I zHeoprraaryton_
norZ 6esonacHocrz.
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EcrecrneuHo, B nepBJ,'ro oqepeAF,

perrb rrAeT o rdpyfrHErx Hopnoparll4fl,\(.
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BbIX, peq/Taql4oHHbl/i ,f HUX Hecoi/i3-

MepnMo B6rrxe. tr4MeHHo npyrrHble HoNr-

rraHr4z uMeroT Harr6onee pasBeTBJreHHyro

r4HopacTpl,'nTypy r4 ocTpo HyrfiAaroTcfl B

TOM, rrTO6Er 3arquqaTb ee, r{eHTpa,rrrl3o-

BaHHO JmpaBJrss chcreMoii co6crBeHHoii

r4HoopMarluoHHofi 6e3oriacHocrr4.

It ytuQzxaqur4 cr.rcreMr,r zHQopMa-

rIr4oHHOri 6egonacHocrz crpeM[Tcff LI

cerMeHT cpeAHero 6v3Heca. flepeHocHrre

HOCT4TeJ'rIz, AOr{/MeHTar{r4s, nepe[r4cHa -

BCC 3TO BA]fiHO I4 IIEHHO. HO .flBHO HE COB'

ceM xoporxo B AaHHF,rii MoMeHT 3ax{[qe-

Ho. K roMy rre cpegHr.ri 6urHec npaKTr.r -

r{ecrdr4 BcefAa pa60Taer c 60,'rErxuM, a y

rrocJreAHero, B oco6eHHocrr,r B OI,IHaHco-
BOM rlJrr4 TOCyAapCTBeHHOM CeHTOpe, eCTE,

o6flsare,'rr,Hr,re rpe6oBaHrzs H ypoBHro 3a-

rqr4TF,r 614 3HeC-rlpOqeCCOB.

Cerrrenr lfie MaJrofo 6usueca nona

ocTaeTc.fl frprr cBoeM MHeHr{r{, yAoBneT-

BopsscL' npOCTbIMII aHTI4BItpycaMI4. Bo3-

MOlnHO, rracTr, npo6neMbl 3aHJlroqaeTcfl

B TOM, qTO Ha pbrHHe OrreHb Ma!.ro perre-

]Hr4fr. Antr SMB, roroprre o6ecfleqvBanLl

6rr norHoqeHHyro 3arlrzry [o aAeHBar-

nori Ars .4agHoro cerMeHTa qene. V,rro-

6oro eeH4opa, cAeJraBrrrero orrrrrMaJrr,-

Hbr[ fipoAftrr 3a BMeHseNryro croLlMocft,

r{ BepHo [perroAHecrxefo ero r{eJ'reBofi ay-

nr4Topr4r4, ecTl, Bce rrraHcbl Ha ycflex.

HaHoneq, Herarr4Brryro po,rrE, rrrpa-

eT w frparcTr4Ha 3aMa,rrrrrBaHug I,IHqrrAeH-

roe. Ito\,rnauzr4, noABepfrlLlec.rl araxaM,

craparorcfl He aQr4rxr4poBarb [oAo6HEre

flpo6,rreMr,r, TeM caMbrM co3AaBas UJT'TIo-

3ZIO 6e30[aCHOCTr4.

nPoTt4BOnOnOXHbrE
noAxoAbl
nflepexoA or 6asonoro o6ecne.renzs 6e-

30nacHocrn K ueHTpEUlx3osauHoi i  c14-

cTeMe )TrpaBJreHr,rff IzHIIr,rAeHTaMu npa-

BuJ'rr,Hee Bcefo Har{vHa'rs c "Q1'ngaueH-

ra". floerouy [epBbrM rrraroM Ao,'r]r{Ha
crars paspa6orna rrpoqecca yupaBne-

Hr4fi r.rHQopMarluoHHori 6egonacnocmro

14 ee yTpo3aMr4, a TaKEde perxeHze co[pfl-

HeHHbrx c Heii r{aApoBtlx Bo[pocoB), -

penoMeHA/er AprorcoB.
9ro xacaercs cyry6o rocrzqecHoii

cTopoHEr Borrpoca, To cJ,'rqecTByeT ,@a
IIpI4HrIu[IIaIr'HO pa3HF,D( no$oAa. B He-

noropbD( rcoMnarrnm< sIEM sBJrflercfl IIep-

BbrM SJTeMeHTOM frOCTpOeHUfl r{eHTpa OrIe-
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Oco6oe sHaeeHr4e peureH/n SIE[,4
nprlooperalor Irfl SrlHaHcoBbrx
opraHrl3aur111, BbrHyx.qeHHbrx
cooTBeTcTBoBaTb Nilacce pefynFTopHbrx

rpe6oBaH14il Fo 6e3onacHocrn. HanpilMep,
@3-161 "O HauiloHanbhol4 nnarexHol/
cr.4c f€Me, rpe6yer or 6aHKoa co6r0AeHL4fl
xecrKrlx cpoKoB no paccFeAoBaH/o

cnyqaeB NroLi.ieHHrlqecTBa. BurnonHrts
Tpe6oBaHrlf Bo3MoxHo TorbKo 3a cqer
aBTOr\,laTr43aqilU ynpaBneHilF c06brr,4fl M71
6econacHocrr. Hecvorpn Ha rogreHyro
orcpogKy BcrynreHl4r 3aKoHa B crny. 6aHnr
BbrHyxAeHbi peanrl3oBbrBarb raKt4e npoeKTbr.
Saur " fl erporoMN/epu" 3aBepLlrln
BHe[peH/e cilcTeN/br MoHr.lropl/Hra
KopnopaTr,lBHblx yrpo3 r,1 pr.4cKoB

6esonacHocril Ha 6a3e nrar$opMbr
Arcsight ESM. B pavrrax FpoeKla
cneLlilar14craM14 Sottline 6urno o6ecnegeHo
coorBercrB14e rnsopvaqnonrofi crcreMbr
Tpe6oBaH,1nM perynrlpyroull/]x opraHoB
11 Mex[yHapo[Horo craH[apra PCI DSS.
.Msr seceu 6onuu.Lyro orBercrBeHHocrb
nepeA HauilMl,1 KnTreHTaN,{1.4 1,4 FoeroMy

IO|XHbt BHrMarenbHo orcrexrBa r b
ypoBeH b 3aur/ruleHHoclr,r Hauefr
cL4CTeN/br", - no[qepKr4Baer ceprer
Kyneuroe, 3aMecrilTenb HaganbHilKa
yqpaBreHt4fl uHSopvaqr,rorHora
6esonacsocru 6arra .fl erpoxoMMepq",
O&deKrileHoe BbrcrpatzBaH14e ct,lcreN/bl
6esonacnocrn rHSopvaqrorrstx
pecypcoB 6aHKa e coorBercrBt,ih

paTI4BHoro J,rrIpaBJIeHI{fl IaHQOplraqr'ron-
nofi 6eeonacuocmro (Security Operations
Center, SOC). flpz erorr,t nocrpoeuue SIEM
rIO3BO,'IffeT CFqeCTBeHHo }'TIpOCTIITb Bt'IflB-

,'reHI{e zHrIrrAeHToB Azr}fie n palrxax 6aeo-

BED( cpeAcrB o6ecne.reuz.n 6eeonacHocru
r.r nuQpacrpyrrrrpubrx crzcreM. Bnoc,re4-
cTBWr B XOAe pa3Br4Trr.fl B COCTaB TCOMTUIeH-
ca Brfiroqarorcfl Apyr[e npoQrur,rtre pe-
rrreHr4fl. B uenoroplu< KoMflarrraro( Ha-
6mo4aerca rrporlrBononomHaJl HaprrrHa:
rrocrpoeHze SOC Ha.rranaercfl c oAHoro
ns npoQz,'rrHrm peurenlni, qarrle Bcero -

c DLP. B 4a,mHefiurerrr SIEM nxo4Iar n co-
cTaB yrfie claqecTB)'lorqero pelreHrrfl Han
y3e,1 qeHTpa,'lIz3OBaHHoro j/IIpaBr'IeHIIfl I4

o6pa6orxz co6urzii
Kaxc4r,ifi rrg orrrx rroAxoAoB uMe-

er cBor4 frJrrocbr z MKHycbI. Bsr6op ocy
rr{ecrBJrflercff, HaH npaBr4Jro, ucxoAfi I,I3
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c rpe6osaHunvH MexgyHapoAHbrx

craHlaproB B cSepe 6e3onacHocrLl

rBnFercF eaNHeil,-Lrei sagarefi .

flln ,vpexgeurail TaKoro vacura6a

3aul/ra |ilHSopMaurloHHo14 cl,4creMbl

cTaHoBtlTCff O[HO'4 h3 KtloqeBbrx 3aEaq

o6ecneqennR 6esonacFlocrLa 6143Heca.

B ue,rov MoxHo orN,lerr4Tb, YTo

B pocct hcKux r<pegnrHo-$rHaHcoBbrx

opraHil3aurlflX nolxoff K ee peueHr4ro

craHoBl.4lcr Bce 6oaee crlcreMHbtM.

3ro gstgaaHo KaK noflBneHlteM HoBbrx

nporpaMMHbrx npo[yKroB rl 3per'rocrbro

KoMFaHrllZ, TaK il yxecroqeH/eM npilHflTblx

craHlaproB 6egonacsocrn.

PeueHre ArcSight  ESM raraqarsHo

aganr/poBaHo no! rpe6o gaFlLan

6aHKoeci(/x craHgaproB,,rro

cyulecTBeHHo cHtrclno pt4cK14

npoeKTa. B xoge pearrsaqrr

npoeKra 6urna eurnonHeHa Hact  pohKa

cneuilaIrl3r,4poBaHHbrx N/o[yner,1 n npaBttrl

KoppenFun4 co6urrlrrT.

Ilo6onsrrno, Llro cr4creMb' SIEM voryr

L4cnolb3oBarbcs 6arravr He rolbKo no

npflMoMy Ha3HayeHr4ro, Ho 1,1 B KagecrBe

cpeAcTB BbrRBJleHhfl l/1 npeAorBpaueH'1fl

r\,louleHHLlqecK14x rparaarqrir. OHr

n03Bonff toT ocyulecrarru rr6ryo

HacrpoiKy peaKU,114 Ha cobbrl,1fl

il nosToMy 06raAaor npaKTilgecK,4

ogilHaKoBbrri i.4 Bo3MoxHocrf M14 no

paccneEoBaH/lo saxroe MoueHHi4qecrBa

co cneqrlan14Sr.4poBaHHbrM14 pet-LJeH'1f Mr,1

nnacca Ant i -Fraud.  Sonee roro.  pa6oraR

B peatbHoM BpeMeHil, oHl4 He TolbKo

Bblfl Brfl ror yxe coBepLutlBLltnecF

onepauxrl, Ho r,1 pearr4pyfor Ha

noTeH 4ilan bH bre p14cKtl.

nourcperHoii vcropw I4HIITzAeHToB HoM-

rraHr4rl. Ec,rrz srrcon)'ro Kpt'rrt4rrHocrr,

uMeeT 3aAar{a HoHTpo!'rfl yTerlelr, To IIo-

crpoeHr4e o6rr.*ro Ha.rnHaercs c DLP.

O4naxo Bar+cHo [oHI4Maru, .no 6e-

3OfIaCHOCTL' He MOlfieT 6lITl ,rOCr'yr-

ttoft - ttt6o noMfraHr4s :arqnrqeHa, ;116o

ner. C norroulrro SItrM MolnHo golzrsca

lorrrr{ [o,'rnori aeroN{arusar{r4r4 npoqec-

ca BbrffBJ'reHr4fl yfpo3. BbrBoAR Ha Hosurri

ypoBeHE, frpeAocTaBJreHI,Ie cepBl4coB co

cropoHbr c,ryxr6rt 6egonacHocr[.

Haxoneq, J'IorI{qecKr4M 3aBep[reHlz-

eM AOJ'rlnHo crarE' frocrpoeHr,Ie npoqec-

coB pacc,'reAoBaHzfl rlHr{I44eHroe. 3ro

earr tHei lu laR qacrb ct{creMsr.  o xoropoi i

orreHb r{acro flpocro sa6rrsarcr. Ec,u4

rrHrIvAeHT rrpor.r3olre,'r, Ao,TEceH 6r'rt, raH-

crpyMeHT, r,loropufi no3Boi'II,IT aror rzH-

qr4AeHT paccJ're4onatr. &l @. nu
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